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MDM/R Outage Recovery Questionnaire

Introduction
As the Smart Metering Entity (SME), the IESO is responsible for the reliable operation of the MDM/R. In fulfilling this role we are always looking to learn more about how LDCs have integrated the MDM/R into their meter-to-bill business processes. The greater our knowledge the better we can serve our users.

From April 26 to April 29 the MDM/R production system had its longest unscheduled outage since it went into operation over three years ago. Obviously, this outage disrupted operations for those LDCs in production; however, in the aftermath it gave ourself and the LDCs valuable insight into how MDM/R users were affected and how well all our plans for operating during an MDM/R business interruption worked.

As is typical of most unscheduled outages, the April outage included two stages. First, the time it took to diagnose and correct the problem and return the system to an operational state, which was roughly 36 hours. Second, the time it took to process the backlogged files and return to normal real-time operation, which also took about 36 hours.

The impact of this late April outage to LDCs in production varied widely. LDCs that have been integrated with the MDM/R for a long time and are sending daily meter read data for a large percentage of their residential population were affected the most. LDCs new to production and just beginning to “get their feet wet” were probably minimally affected. But as the MDM/R reaches full provincial volumes, with all LDCs on board and all targeted customers on TOU rates, the repeat of such an outage could have broader consequences.

The IESO and the most affected LDCs learned valuable lessons from the outage. The IESO learned that there are better ways to process the backlogged files after the MDM/R returns to an operational state. We had already understood the need for improvement from the scheduled production upgrade to R7.0 in early March; however, we learned from the LDCs that there are some important differences between recovering from scheduled and unscheduled outages. We are factoring this new information into our recovery processes and procedures and adding more flexible automation tools.

We believe that the meter-to-bill processes may be very diverse across the spectrum of all the LDCs. However, from the standpoint of recovering from an MDM/R outage, there may be a handful of recovery scenarios that will properly address the needs of all the LDCs during a recovery.

Towards this end we have collectively worked with eight LDCs and IBM, as the Operational Service Provider, to develop this MDM/R Outage Recovery Questionnaire. Its purpose is to get what we believe is the most relevant information from all LDCs on how a future outage might affect them. This will help us better manage future outage recovery activities. We are seeking your assistance by providing answers to the questions posed. It is not a simple set of questions that can be answered quickly. Rather, because outage situations can be quite complex, the information we need will take time and thought to compile.
The IESO and IBM will hold your responses to this questionnaire in confidence. We will provide a summary of the results without naming LDCs, along with an analysis of what we’ve learned from the information provided and what the next steps will be.

Thank you for your cooperation and support.
Questions 

1. Please provide a simple block diagram showing each in-house and agent system that is directly interfaced to the MDM/R. In providing this information, please exclude the AS2 layer of the interface. Show which specific system sends or receives the following information to or from the MDM/R.

a. Original Meter Read Data

b. Correction Meter Read Data

c. MDM/R Reports

d. Incremental Synchronizations

e. Periodic Synchronizations

f. Billing Quantity Requests

g. Billing Quantity Responses

h. Web Services Requests/Responses

To assist you in preparing your response, a simple example is provided below. Where possible please clearly identify any of these components that are operated by third-party suppliers (not in house to the LDC).
[image: image2.png]\ A
6% ieso




2. What provisions do you have, if any, to operate your meter-to-bill processes, including actually billing your customers, if the MDM/R is temporarily not operational? How long can you sustain operating under these circumstances? In such a situation, once the MDM/R is returned to service what provisions do you have to restore normal operations and, if necessary, realign your systems with the MDM/R? Does your recovery/realignment plan vary depending on the length of the outage? If so, please describe how.

3. How many days per month do you issue bills to your residential customers and which days are they (i.e. normal business days only, all weekdays, every day)? 

4. How long (in hours) can you sustain operations without the MDM/R in service?

a. With minimal disruption (i.e. time where you can essentially wait for the MDM/R recovery and relatively easily catch up on your processing schedules) Please indicate whether this time is different on weekends or holidays.
b. With moderate disruption (i.e. time where you must take specific actions involving additional personnel assignments and costs; however, such actions are readily manageable and the costs are not substantial) Please indicate whether this time is different on weekends or holidays.
c. With major disruption (i.e. time when your costs to operate without the MDM/R in service become extremely high) Please indicate whether this time is different on weekends or holidays.
d. Is operationally unsustainable (i.e. time at which you cannot sustain operating without the MDM/R or the costs to do so become prohibitively large)

To assist you in preparing your response, a simple example is provided below.

Timeline From Onset of MDM/R System Outage



5. Outages of the MDM/R can typically be divided into two major stages. First is the period during which the cause of the outage is diagnosed, corrected and the MDM/R is restored to an operational state. Second is the so called “catch up” stage when the backlog of files that accumulated for processing before the MDM/R was restored to operation is processed and the system is returned to real-time processing with full service levels in force.

a. In the process of restoring service and processing the backlogged files as quickly as possible after a major interruption, decisions sometimes have to be made as to the priority of which services to restore first. First priority is typically given to core business processes (Meter Read Processing, Billing Request/Response, Incremental Synchronization). To help with prioritizing the other services can you please assess the relative importance of the MDM/R services in the table below to your business in accordance with the following priority scale.
i. This item is essential to your business process and is used at least once per day.

ii. This item is important to your business process, but it would be possible to operate without it for a day or two.

iii. This item is sometimes reviewed/checked but is not essential to the core business process and could remain suspended for three to five business days.

iv. We rarely use this service and it could be suspended for the balance of the recovery period.
	Process Name
	Relative Scale of Priority

	Periodic Synchronization
	

	Webservices
	

	Graphical User Interface
	

	Reports:
	

	BR01 Billing Delivery Summary Report
	

	BR02 Unauthorized Usage Report
	

	BR03 Re-Billing Report
	

	BR04 Billing Delivery Detail Report
	

	BR05 Billing Validation Sum Check Failure Report
	

	BR06 Billing No Reads Report
	

	DC01 Daily Read Status Report
	

	DC02 Excessive Missing Reads Report
	

	DC03 Interim Read Validation Failure Report
	

	DC04 Missing Reads Detail Report
	

	DC05 Data Collection Daily Report
	

	DC06 Interim AMCC Data Collection Summary Exception Report
	

	DC07 Interim AMCC Data Collection Detail Exception Report
	

	DC08 Zero Consumption Report
	

	DC13 Final Read Validation Failure Report
	

	DC16 Final AMCC Data Collection Summary Exception Report
	

	DC17 Final AMCC Data Collection Detail Exception Report
	

	VE01 Interim Validation Failure Detail Report
	

	VE02 Interim Estimation Failure Detail Report
	

	VE03 Missing Interval Aging Report
	

	VE04 VEE Summary Report
	

	VE11 Final Validation Failure Detail Report
	

	VE12 Final Estimation Failure Detail Report
	


b. Could any of your backlogged files be processed out of sequence to speed up the completion of the catch up period? For instance, after Sync files are processed an internal MDM/R application program must be run to complete the processing of the sync files before meter read data or billing quantity requests can be processed. By processing each day’s sync files together, the MDM/R application would only need to be run once for each catch up day. However, this could result in some files not being processed in the exact order they were submitted. For instance, meter read data for an SDP that was meant to be processed before a sync file that redefined the meter relationship with that SDP, would end up being associated with the wrong SDP. Correcting such a misalignment would require the resubmission of some meter read data.

c. What automated error or exception handling mechanisms does your organization have in place to respond to potential exceptions identified in the MDM/R reports? 

i. How are these mechanisms impacted by an MDM/R outage of 1 day?

ii. How are these mechanisms impacted by an MDM/R outage of 2 days?

iii. How are these mechanisms impacted by an MDM/R outage of 3 days?

iv. How are these mechanisms impacted by an MDM/R outage of more than 3 days?

d. If required in an emergency - would it be possible to bundle all synchronization changes into a single incremental synchronization file for the day rather than submitting multiple incremental synchronization files?

6. Experience has taught us that depending on how close to the end of a billing period an LDC sends out its customer bills, the highest priority in processing backlogged files should be given to:

a. Processing meter read data first (i.e. the most recent meter read data is probably needed for the billing quantities requested); or,

b. Processing billing quantity requests first (i.e. meter read data needed for current billing quantity requests has most likely already been received and processed in the MDM/R).

Which of these descriptions best characterizes your operational needs [(a) or (b)]? How many days does your request for billing quantities typically lag the end of the billing periods of your customers?

7. One important lesson learned from the April 26th outage was that many LDCs were caught by surprise at the length of the outage (including the backlog clearout time). It was suggested that a more graphical representation of the projected length of the outage would be easier to understand and would avoid confusion. The graph below represents a proposed way of communicating the status of outages in the future. Naturally, until Stage “A” of the graph is completed none of the other components can be projected and tracked. However, once the problem has been diagnosed, the intent would be to make all the indicated projections and then issue periodic updates to inform LDCs of the progress being made and provide reprojections as necessary. Please review the illustrative graph below and comment on its suitability to your needs, as well as any suggested improvements in the space below.


8. Have you integrated the MDM/R into your own business continuity plans – could you share details?

9. Do you have staff available 7 x 24 who can receive and respond to critical MDM/R communications?

10. If there is any other important information about your operations that is significantly affected by the loss of MDM/R services and is important to the recovery process, please provide a description below.
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